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1 Introduction 
 

Modern society is undergoing rapid change under the broader 

trajectory of the Fourth Industrial Revolution, in which 

technologies such as artificial intelligence, autonomous vehicles, 

robotics, cloud computing, edge computing, and the Internet of 

Things are increasingly converging [1,2]. This shift goes beyond 

incremental technological progress; it is blurring the boundaries 

among the physical, digital, and biological domains, while 

improving productivity and efficiency and giving rise to new 

industrial and service models. In particular, IoT technologies have 

expanded rapidly, enabling remote control of smart appliances, 

internet-based connectivity services, the collection and processing 

of personal, biometric, and health-monitoring data, and a wide range 

of customized services, all of which have contributed substantially 

to improvements in quality of life [3,4]. At the same time, as 
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computing capabilities and network connectivity continue to 

advance, vulnerabilities associated with the storage, transmission, 

and processing of large volumes of data have also grown [5–7]. As 

a result, encryption systems for protecting personal and sensitive 

information have become increasingly important. One of the 

fundamental prerequisites for secure information protection is the 

reliable generation of unpredictable random numbers, which are 

widely regarded as one of the most essential cryptographic 

primitives in hardware security [8–10]. In this context, random 

number generators play an indispensable role in producing key 

elements used in cryptographic systems, including secret keys, 

nonces, challenges, and signature parameters [11]. Although 

software-based pseudo-random number generators are attractive 

because of their simplicity and speed, they have an inherent 

limitation in that their outputs may become predictable or 

reproducible if the seed or internal state is exposed [12–14]. By 

contrast, true random number generators (TRNGs) derive randomness 

from physically unpredictable noise or entropy sources and 

therefore offer security at a more fundamental level [8,15–17]. For 

this reason, TRNGs are receiving increasing attention as core 

hardware security primitives for secure communication, authentication 

hardware, edge-device security, and distributed IoT ecosystems. 

Conventional on-chip TRNGs have largely relied on relatively 

traditional CMOS-compatible entropy sources, such as thermal 

noise, oscillator jitter, metastability, and resistor-based noise 

harvesting [18]. However, recent IoT and edge environments 

demand not only smaller chip area, lower power consumption, and 

simpler circuit configurations, but in some cases even operation on 

mechanically flexible substrates. These requirements are difficult 

to satisfy using conventional approaches alone. Therefore, they 

have driven growing interest in new strategies that directly exploit 

the intrinsic stochasticity of the device itself as an entropy source, 

leading emerging material-based semiconductor devices to become 

promising next-generation TRNG platforms [17,19]. A wide range 

of semiconductor devices based on emerging materials have 

already shown that hardware-level randomness can be obtained 

from distinct physical entropy sources [20,21]. More importantly, 

recent work suggests that the key question is no longer which 

material is used, but rather which physical irregularity is harnessed 

as the entropy source and how it is realized through a specific 

device structure and circuit configuration [19]. In parallel with 

these developments, the evaluation of TRNG performance has also 

become more rigorous. Earlier studies primarily focused on the 

statistical randomness of output bitstreams using NIST SP 800-22, 

whereas more recent discussions increasingly incorporate entropy-

source validation under SP 800-90B and the certification-oriented 

functionality classes defined in AIS 20/31. As a result, TRNG 

assessment is moving beyond a simple pass/fail view toward a 

broader framework that considers min-entropy, health testing, 

restart behavior, robustness, and certification readiness. 

This review provides an overview of recent progress in TRNGs 

based on emerging material-based semiconductor devices. We first 

classify the relevant entropy sources into stochastic programming/ 

charge fluctuation, stochastic switching delay/relaxation, and 

random telegraph noise (RTN). We then discuss the device 

platforms that implement these mechanisms, grouping them into 

transistor-based TRNGs, threshold-switching-device-based TRNGs, 

and other emerging-device/platform TRNGs. We also examine 

how the quality of generated random numbers should be evaluated 

and interpreted from the standpoint of randomness validation and 

benchmarking. Finally, we discuss the prospects of wearable and 

flexible TRNGs, including flexible hardware and biosignal- or 

sensor-derived entropy. Through this structure, the present review 

aims to provide an integrated framework for understanding the key 

physical mechanisms, device architectures, validation criteria, and 

application directions that define current research on emerging 

material-based TRNGs. 

 

 

2 Entropy Source-Based Under-

standing of TRNG Operation 
 

Although emerging-device-based TRNGs encompass a wide 

range of device structures and material systems, a more 

fundamental understanding of this field begins with identifying 

the physical origins of randomness. In this section, the entropy 

sources most commonly employed in recent TRNG studies are 

categorized into three groups. The first, stochastic 

programming/charge fluctuation, includes entropy arising from 

charge trapping and detrapping, discrete charge fluctuations, and 

carrier injection fluctuations near the threshold region. The 

second, stochastic switching delay/ relaxation, covers temporal 

irregularities such as turn-on delay, relaxation time, and 

oscillation period fluctuation in threshold-switching devices. The 

third, RTN, refers to discrete current fluctuations caused by 

charge capture and emission at trap sites. This classification 

provides a useful framework for interpreting the diverse device 

platforms discussed in later sections, not in terms of material 

choice or structural form, but in terms of the underlying physical 

mechanisms responsible for random number generation. 
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2.1 Stochastic Programming / Charge 

Fluctuation 

Entropy based on stochastic programming and charge fluctuation 

represents one of the most intuitive and important categories in 

emerging-device TRNGs. In this approach, the origin of 

randomness lies in charge trapping and detrapping within the 

device or at its interfaces, discrete charge occupancy, carrier 

injection fluctuations near the threshold region, and the resulting 

threshold shifts or output fluctuations. Thus, the defining feature 

of this class is not the macroscopic switching amplitude of the 

device, but rather the extent to which the charge state evolves in an 

unpredictable manner over time. 

A representative example is the floating-gate 2D FET-based 

TRNG reported by Wali and co-workers [22]. As shown in Fig. 1, 

random bits were generated by exploiting stochastic programmability 

during the program/erase process in floating-gate 2D FETs 

employing WSe2 and WS2 channels. The authors attributed this 

behavior to the inherently probabilistic nature of charge trapping 

and detrapping in the floating gate. This study illustrates that subtle 

fluctuations in charge storage and transport within a transistor 

structure can serve directly as an entropy source. The van der 

Waals heterojunction device reported by Abraham et al. extended 

this concept to a more refined level [23]. In that work, discrete 

charge fluctuations were detected in a BP/WS2/MoS2/WS2/ 

graphene heterostructure and converted into an independent and 

identically distributed (IID) true random sequence. These results 

show that charge fluctuation, conventionally regarded as parasitic 

electrical noise, can in fact serve as a quantitatively high-quality 

entropy source. Jeon et al. later demonstrated a TRNG based on 

threshold-near charge fluctuation in a gated silicon nanosheet 

diode [24]. In this structure, electron injection fluctuations near the 

threshold induce repeated modulation of the source-side and drain-

side potential barriers, thereby establishing either a positive or a 

negative feedback loop. When the electron injection is sufficiently 

strong, a positive feedback process yields bit “1”; when it is 

insufficient, a negative feedback process produces bit “0”. The 

authors showed that these carrier injection fluctuations could be 

directly digitized as discrete output-voltage toggling, and that the 

resulting bit sequence passed the NIST tests without post-

processing. This result indicates that charge fluctuation can 

function not only as an analog irregularity but also as a practical 

digital entropy source without the need for complex correction 

schemes. 

In summary, stochastic programming and charge-fluctuation-

based entropy share a common foundation in the microscopic 

instability of charge states. This approach is particularly attractive 

because transistor-compatible platforms can simultaneously offer 

low power consumption, small footprint, and high integrability. At 

the same time, however, its behavior may be sensitive to interface 

quality, trap distribution, bias history, and environmental conditions. 

For practical applications, randomness quality must therefore be 

assessed together with long-term stability, temperature robustness, 

and resistance to predictive attacks. 

 

2.2 Stochastic Switching Delay / Relaxation 

Stochastic switching delay/relaxation is one of the most widely 

used physical mechanisms in threshold-switching TRNGs. In this 

approach, randomness originates from the turn-on delay required 

 

Fig. 1. (a) Schematic illustration of a floating-gate 2D FET device. (b) Programming stochasticity measured in 2D FETs with WSe2- and WS2-

based channels (Reprinted with permission from Ref. [22]. Copyright 2021 American Chemical Society) 
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for the formation of a conductive path, the relaxation time 

associated with the return to the initial state after voltage removal, 

or the fluctuation of oscillation periods when such dynamics occur 

repeatedly. The key point is not the average ON/OFF state itself, 

but the fact that, even under identical operating conditions, the 

timing and duration of switching events vary slightly from cycle to 

cycle. Such temporal irregularities are especially pronounced in 

volatile threshold-switching devices, including diffusive memristors, 

ovonic threshold-switching devices, and Mott memristors, and can 

provide a compact and efficient hardware entropy source when 

combined with reset-free operation. 

This concept gained particular momentum through studies that 

directly linked the stochastic delay and relaxation dynamics of 

volatile memristors to random number generation. In the 2020 

work by Woo et al., a Pt/HfO₂/TiN volatile memristor was 

combined with a nonlinear feedback shift register (NLFSR) to 

extend the intrinsic stochasticity of threshold switching toward 

high-speed encryption-oriented TRNG operation, as shown in Fig. 

2 [12]. The delay and relaxation times were used as random seeds, 

and the generated bitstream passed the NIST tests without post-

processing. By introducing a shift-register-based architecture, the 

authors also sought to alleviate the low bit-generation rates that had 

limited earlier volatile-memristor TRNGs. Lu et al. later extended 

the concept of time-domain entropy further in 2022 [25]. Rather 

than relying only on delay-time counting, they redefined the entire 

integrate-and-fire process occurring repeatedly in the device as the 

entropy source. In other words, time-based entropy was no longer 

restricted to the variability of a single turn-on event, but was 

instead extracted from the stochasticity embedded in repetitive 

firing dynamics. This work clarified that stochastic switching 

delay/relaxation should be understood not as one-shot randomness, 

but as accumulated dynamical irregularity over repeated operation. 

More recently, Bian et al. demonstrated that this temporal 

stochasticity can be exploited in additional forms by using a double 

threshold-switching memristor structure in which stochastic 

duration time served as the entropy source [26]. The authors 

attributed its origin to the gradual dissolution of Ag conductive 

channels together with double-TS synergy. This suggests that the 

temporal irregularity of threshold-switching devices can be 

interpreted more broadly, encompassing not only delay and 

relaxation but also the duration for which a switching state is 

maintained. 

Overall, entropy based on stochastic switching delay and relaxation is 

unified by its reliance on the dynamical indeterminacy of 

 

Fig. 2. (a) Schematic illustration of a Pt/HfO2/TiN memristor device. (b) Concept of a TRNG based on a nonlinear feedback shift register and a 

memristor, and (c) its operating scheme. (d) Experimental results obtained from the proposed TRNG (Reprinted with permission from Ref. [12]. 

Copyright 2020 John Wiley and Sons) 
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threshold-switching devices. This approach is relatively insensitive 

to reference-value drift and is well suited to reset-free or self-

clocking architectures. On the other hand, time-domain entropy 

sources still require careful consideration of throughput–endurance 

trade-offs, peripheral circuitry, device drift, and long-term 

robustness. Even so, recent studies make it clear that stochastic 

switching delay/relaxation remains one of the most mature and 

expandable entropy-source classes in emerging-device TRNGs. 

 

2.3 Random Telegraph Noise (RTN) 

Random telegraph noise is among the most extensively studied 

entropy sources in emerging-device TRNGs. RTN generally arises 

from repeated charge capture and emission at trap sites located in 

the dielectric or at an interface, resulting in current fluctuations 

between two or more discrete levels. Although this phenomenon 

has traditionally been regarded as an undesirable source of read-

current instability in memory and sensing applications, it can 

instead be exploited as an unpredictable entropy source in the 

context of hardware security. Because RTN can be observed at low 

read voltages and can be combined with relatively simple readout 

circuitry, it has attracted considerable attention as a promising low-

power entropy source for IoT and edge-device TRNGs. Its 

usefulness, however, depends strongly on the type and distribution 

of traps, the asymmetry of capture and emission times, state-to-

state drift, and the sampling strategy used at the circuit level. Thus, 

the presence of RTN is not sufficient; its quality and stability must 

be evaluated systematically. 

A representative circuit-level use of RTN as an entropy source was 

reported by Brown et al. in 2020. In that study, RTN observed in 

the channel current of a single CMOS transistor was used as the 

entropy source [27]. Unlike earlier RTN-based designs that relied 

primarily on two-level RTN, the authors proposed an edge-to-

pulse conversion scheme capable of exploiting multi-level and 

abnormal RTN as well, as illustrated in Fig. 3(a). By sampling a 

high-frequency oscillator with digital pulses generated from the 

RTN signal, they produced a bitstream that passed all 15 NIST 

tests without complex post-processing. They also demonstrated 

resistance to machine-learning attacks using an LSTM neural 

network. A more systematic investigation of RTN quality at the 

materials level was later carried out by Li et al. in 2021 [28]. As 

shown in Figs. 3(b) and 3(c), they compared RTN characteristics 

 

Fig. 3. (a) RTN characteristics measured from individual transistors with identical design and dimensions. (Reprinted from Ref. [27]) (b) Optical 

microscope image of a Ti/TiO2/Au memristor device. (c) RTN traces measured over three repeated cycles in a Ni/TiO2/Au memristor device 

(Reprinted with permission from Ref. [28]. Copyright 2021 John Wiley and Sons) 
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across various metal/oxide/metal memristors and proposed 

practical guidelines for identifying material choices and processing 

conditions that yield superior RTN behavior. They assessed RTN 

quality in terms of current level, intra-level fluctuation, capture and 

emission times, and long-term stability, and further showed that 

properly obtained RTN signals could satisfy the NIST randomness 

criteria in high-throughput TRNG circuits. 

Subsequent work focused on actively optimizing the RTN 

characteristics themselves. Song et al. reported in 2023 a two-

level-RTN-based TRNG using a TiOx/Al2O3 memristor, showing 

that the capture-time probability could be tuned toward 50% by 

adjusting the read voltage and the device conductance state [15]. 

They found that RTN was more stably observed in low-

conductance states, and that discrete RTN signals could be 

acquired reliably when the sampling frequency was sufficiently 

high. Yu et al. advanced further in 2024 by directly addressing 

variation in the RTN time constants [29]. They pointed out that 

capture and emission times in memristor RTN can vary widely and 

that, over certain intervals, identical bits may repeat for extended 

periods, thereby degrading randomness. To mitigate this issue, 

they proposed a variation-tolerant TRNG circuit incorporating a 

falling-edge detector, a high-speed clock, and a T flip-flop. Using 

a breadboard-level implementation, they showed that the resulting 

bitstream passed more than 14 NIST SP 800-22 tests while 

maintaining low autocorrelation. 

Therefore, these studies demonstrate that RTN, conventionally 

viewed as an undesired source of read-current instability, can serve 

as a high-quality hardware entropy source when supported by 

appropriate device design and circuit implementation. Even so, 

RTN-based TRNGs still face challenges related to capture/ 

emission-time asymmetry, RTN disappearance, long-term stability, 

device selection, and peripheral-circuit overhead. Nevertheless, 

because of its low-bias operation, low power consumption, and 

relatively simple readout requirements, RTN is likely to remain 

one of the most important entropy categories in emerging-device 

TRNGs. 

 

 

3 Device Structure-Based Classification 

of Emerging-Device TRNGs 
 

In the previous section, the principal entropy sources employed in 

emerging-device TRNGs were classified into three categories. In 

actual TRNG implementations, however, these entropy sources do 

not exist independently of device structure. Rather, they are 

manifested in different ways depending on the material 

combination, charge-transport pathway, interfacial characteristics, 

and circuit configuration of each device. This section, therefore, 

revisits the entropy mechanisms discussed above from the 

standpoint of device architecture to clarify how they are embodied 

in practical TRNG platforms. For this purpose, emerging-device 

TRNGs are grouped here into three broad classes: transistor-based 

TRNGs, threshold-switching-device-based TRNGs, and other 

emerging-device/platform TRNGs. This classification makes it 

possible not only to compare how a given entropy source is 

realized across different device structures, but also to identify 

which entropy mechanism tends to dominate within a given 

structural class. 

 

3.1 Transistor-Based TRNGs 

As discussed in the previous section, stochastic programming and 

charge fluctuation constitute the most representative entropy 

mechanisms in transistor-based TRNGs. Recent studies in this 

category have predominantly relied on phenomena such as charge 

trapping and detrapping in floating gates, discrete charge 

fluctuation at heterointerfaces, carrier injection fluctuation near 

threshold, or operation-induced carrier multiplication and escape 

to generate random bits. The principal advantage of this class lies 

in its ability to preserve the inherent benefits of transistor platforms, 

including high integrability, small footprint, and low power 

consumption, while directly exploiting subtle charge dynamics 

within the device or at its interfaces as a physical entropy source. 

Recent progress also shows that transistor-based TRNGs have 

moved well beyond the simple notion of “generating randomness 

with a transistor” and are instead evolving into more practical 

hardware-security platforms through structural diversification and 

functional refinement. The key performance metrics of recently 

reported transistor-based TRNGs are summarized in Table 1. 

Wali and co-workers developed a floating-gate 2D FET-based 

TRNG using WSe2 and WS2 channels together with an Al2O3/Pt/ 

TiN/Si floating-gate stack [22]. In this structure, the stochastic 

nature of charge trapping and detrapping during the program/erase 

process was exploited as the primary source of randomness. The 

generated bitstream passed the NIST randomness tests without 

post-processing, and the device exhibited high entropy, uniformity, 

uniqueness, and unclonability, together with resistance to 

regression-based machine-learning attacks. The reported bit-

generation energy of approximately 10 pJ/bit further suggests that 

this architecture is well-suited to low-power hardware-security 

primitives for edge devices. Abraham et al. approached the 
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problem from a different angle by identifying discrete charge 

fluctuation occurring within a van der Waals heterojunction itself 

as a more fundamental entropy source, rather than relying on 

threshold shifts or memory-like programming effects [23]. Their 

BP/WS2/MoS2/WS2/graphene heterostructure used engineered 

electron traps and quantum-well-like carrier confinement to 

produce high-quality IID random streams. The min-entropy 

exceeded 0.98 bits/bit, while the entropy generation rate reached 

approximately 162 kb/s with an energy cost of about 2.3 pJ per bit 

of entropy. The authors also showed stable operation from 

cryogenic to ambient conditions. 

Transistor-based TRNGs built from 2D materials were extended to 

the integrated-circuit level. As shown in Figs. 4(a) and 4(b), Chien 

et al. reported a MoS2 ferroelectric Fe-FET TRNG in which 

ferroelectric switching and charge trapping were combined to 

enhance stochastic variability [30]. Using a self-corrected TRNG 

array together with comparator-based circuitry, they demonstrated 

the feasibility of cryptographic key generation. The study also 

examined near-ideal entropy, a Hamming distance close to 50%, 

negligible autocorrelation, endurance beyond 106 cycles, temperature 

robustness, and resistance to both Fourier-regression- and LSTM-

based machine-learning attacks. Ravichandran et al. further 

advanced this direction by implementing a peripheral-free TRNG 

composed of two cascaded three-stage inverters and an XOR gate 

using monolayer MoS2 FETs, as shown in Figs. 4(c) and 4(d) [31]. 

In this design, the voltage transfer characteristic fluctuated 

stochastically because of charge trapping and detrapping at the 

MoS2/Al2O3 interface. The system achieved a minimum 

normalized entropy of 0.8780 and an average of 0.8875 under 

NIST SP 800-90B, while the generated bitstream passed NIST SP 

800-22 without post-processing. The reported energy consumption, 

approximately 30 pJ/bit, illustrates that 2D transistor-based 

TRNGs have progressed from individual stochastic devices to low-

power integrated security blocks. 

Kim et al. reported a cryptoristor-based TRNG in which irregular 

oscillation in a floating-body FinFET-type structure served as the 

entropy source [16]. They attributed the origin of randomness to 

random carrier multiplication and stochastic carrier escape. In this 

system, an analog stochastic signal was digitized through a noise-

coupling ADC, yielding a bit-generation rate of 75 kb/s with an 

energy consumption of 3.29 pJ/bit. The device also showed little 

degradation in randomness quality under repeated electrical stress 

Table 1. Summary of the performance of recently reported transistor-based TRNGs 

Ref. 
Device 

type 
Material 

Entropy 

sources 
Bit rate 

Energy 

per bit 
Validation 

[22] FG1 2D FET WSe2, WS2 
Stochastic 

programming 
NR ~10 pJ/bit 

NIST test suite 

ML2 attack evaluation

[23] 
vdW heterojunction 

entropy device 

BP, WS2, MoS2,  

WS2, graphene 

Discrete charge 

fluctuation 
~162 kb/s ~2.3 pJ/bit of entropy NIST test suite 

[30] MoS2 Fe-FET array MoS2, HZO3 

Ferroelectric 

switching + charge 

trapping 

NR NR 
NIST test suite 

ML attack evaluation

[31] 
Peripheral-free  

2D FET 
MoS2 

Charge trapping / 

detrapping 
NR ~30 pJ/bit 

NIST test suite 

ML attack evaluation

[16] Cryptoristor 
Floating-body 

cryptoristor 

Stochastic carrier 

escape 
75 kb/s 3.29 pJ/bit NIST test suite 

[24] 
Gated silicon 

nanosheet diode  

Gated p-i-n silicon 

nanosheet diode 

Carrier injection 

fluctuation 
25 kb/s 91.8 pJ/bit NIST test suite 

[32] BHN-NTC4 transistor 
NTC transistor with 

PTCDI-C13 

Correlated 

trapping/detrapping
3 bit/sample event NR NIST test suite 

1 Floating-gate 

2 Machine learning 

3 Hafnium zirconium oxide 

4 bi-heterojunction noise-enhanced negative transconductance 
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or temperature variation. Jeon et al. likewise demonstrated the 

potential of a silicon-based single-device entropy source using a 

gated silicon nanosheet diode [24]. In this structure, carrier 

injection fluctuation near threshold interacted with positive 

feedback to generate directly digitized outputs, providing a raw 

signal margin of about 1 V between random bits “0” and “1” 

without the need for amplification or post-processing. The bit-

generation rate was 25 kb/s, with an energy cost of 91.8 pJ/bit, and 

stable uniformity, Hamming distance, and correlation coefficients 

were maintained even after 2 × 105 pulse cycles. 

More recently, efforts have also been made to increase entropy 

density itself by deliberately amplifying nonlinear transport 

characteristics and correlated noise in transistor structures. Han et 

al. developed a TRNG based on a BHN-NTC transistor with an 

asymmetric PTCDI-C13 layer inserted into a bi-heterojunction 

structure, as shown in Fig. 4(e) [32]. This design widened the 

negative-transconductance region and strongly enhanced the 

correlation between trapping/detrapping noise and generation/ 

recombination noise. As a result, whereas earlier transistor-based 

TRNGs produced one bit per sampling event, this device generated 

three bits per sampling event while still passing the applicable 

NIST tests. The same stochastic source was also used to improve 

performance in StyleGAN2-based image generation, suggesting 

that transistor-based TRNGs may find roles not only in secure 

 

Fig. 4. (a) Cross-sectional HRTEM image and corresponding FFT analysis of MoS2 ferroelectric field-effect transistors. (b) Actual and prediction 

results for output patterns obtained using a long short-term memory (LSTM)-based machine learning model. (Reprinted with permission from 

Ref. [31]. Copyright 2023 American Chemical Society) (c) Schematic illustration of a monolayer MoS2 FET device. (d) Schematic of a cascaded 

TSI-based TRNG composed of two cascaded TSIs and an XOR gate. (Reprinted from Ref. [30].) (e) Overall schematic of a TRNG based on a 

BHN-NTC transistor and its application to high-quality image generation (Reprinted from Ref. [32].) 
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electronics but also in probabilistic computing and stochastic AI 

hardware. 

In summary, transistor-based TRNGs are evolving beyond simple 

trap-fluctuation-driven random-number generators toward highly 

integrated, high-entropy, and application-oriented hardware-

security platforms, with recent work increasingly incorporating 

operation-induced carrier dynamics and correlated noise 

amplification. As a result, transistor-based TRNGs occupy an 

important position between conventional CMOS circuit-based 

TRNGs and single emerging-material stochastic devices. 

 

3.2 Threshold-Switching-Device-Based 

TRNGs 

As outlined in the previous section, stochastic switching delay and 

relaxation represent the most characteristic entropy mechanisms in 

threshold-switching (TS) devices. In TS-device-based TRNGs, the 

essential source of randomness lies in the fact that, even under the 

same operating conditions, the turn-on delay, relaxation time, 

oscillation period, and timing of firing events exhibit slight cycle-

to-cycle variations. This temporal indeterminacy is directly converted 

into random bits. In addition, unlike nonvolatile memories, volatile 

threshold-switching devices return spontaneously to their initial 

state without a separate RESET process, making them particularly 

attractive for compact, reset-free entropy hardware. For these 

reasons, TS-device-based TRNGs may be regarded as one of the 

most mature and rapidly advancing classes within the broader field 

of emerging-device TRNGs. The key performance characteristics 

of recently reported TS-device-based TRNGs are summarized in 

Table 2. 

Jiang et al. reported the Ag:SiO₂ diffusive memristor TRNG in 

Nature Communications in 2017 [13]. As illustrated in Figs. 5(a) 

and 5(b), the authors converted stochastic delay time into digital 

random bits by combining the device with a comparator, an AND 

gate, and a counter. The resulting TRNG achieved a bit-generation 

rate of 6 kb/s and passed all 15 NIST tests without post-processing. 

Table 2. Summary of the performance of recently reported TS-device-based TRNGs 

Ref. 
Device 

type 
Material 

Entropy 

sources 
Bit rate 

Energy 

per bit 
Validation 

[13] 
Diffusive 

memristor 
Ag:SiO2 Stochastic delay time 6 kb/s NR all 15 NIST tests 

[12] 
Volatile 

memristor 
HfO2 Delay / relaxation time 16 kb/s NR NIST test suite 

[33] 
Diffusive 

memristor 

Cu0.1Te0.9 

HfO2 

Stochastic delay + 

relaxation times 
32 kb/s NR all 15 NIST tests 

[14] Mott device NbOx  Thermal fluctuation at least 40 kb/s 5.23 nJ/bit all NIST tests 

[25] 
Diffusive 

memristor 
HfOx/HfOy/HfOx 

Random integrate- 

and-fire process 
≈108 kb/s NR NIST test suite 

[26] 
Double 

TS1 memristor 
Ag:i-carrageenan Stochastic relaxation time NR NR all 15 NIST tests 

[36] 
Diffusive 

memristor 
FF MR2 

Randomly distributed 

current response 
NR NR NIST test suite 

[34] OTS3 GeTex Random oscillation  2.22 Mb/s NR 12 executable NIST tests

[35] Mott device NbOx 
Enhanced Johnson–

Nyquist noise 
100 kb/s 0.68 μJ/bit NIST test suite 

[37] 
2D TS 

memristor 

multilayer  

h-BN 

Spike amplitude 

stochasticity 
NR NR 11 NIST tests 

1 Threshold switching 

2 Phenylalanine dipeptide microrod 

3 Ovonic threshold switch 
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Building on this concept, Woo et al. proposed in 2020 a high-

speed-encryption-oriented architecture that combined a Pt/HfO₂/ 

TiN volatile memristor with a nonlinear-feedback shift register 

[12]. In 2021, they further reported a diffusive memristor TRNG 

based on Cu0.1Te0.9/HfO₂/Pt, in which both stochastic delay time 

and relaxation time were used as entropy sources [33]. That device 

reached a bit-generation rate of 32 kb/s, while 55 independent 

sequences of 106 bits each passed all 15 NIST tests without post-

processing. Stable operation was also maintained at 80°C. 

TS-device-based TRNGs have not remained limited to delay-time 

harvesting, but have also expanded toward the direct use of 

oscillatory dynamics. Kim et al. reported in 2021 a self-clocking 

TRNG based on stochastic oscillation in an NbOx Mott memristor, 

as shown in Fig. 5(c) [14]. This architecture achieved at least 40 

 

Fig. 5. (a) Schematic illustration of an Ag:SiO2-based diffusive memristor device and the corresponding TRNG circuit diagram. (b) Schematic 

pulse waveforms at each stage of the TRNG circuit. (Reprinted from Ref. [13].) (c) Optical microscope image of an NbOx-based two-terminal 

device, together with the corresponding TRNG circuit diagram and measured TRNG characteristics. (Reprinted from Ref. [14].) (d) Schematic 

of an h-BN-based TS memristor device, along with the corresponding TRNG circuit diagram and measured results (Reprinted from Ref. [37].) 
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kb/s without the need for an external clock. The authors argued that 

thermal fluctuation accumulates during oscillation and gives rise 

to variations in peak interval time. Using 130 Mbits of data, they 

showed that the generated output passed all NIST tests. The device 

also exhibited strong tolerance to temperature variation between 

300 and 390 K and to device-to-device variation, while the self-

clocking design eliminated the need for an additional clock 

generator. This oscillatory TS-TRNG approach was subsequently 

pushed toward higher speed. Fu et al. reported in 2023 an ovonic 

threshold-switching memristor based on GeTex, which achieved a 

throughput of 2.22 Mb/s per cell together with an endurance of 2 

× 109 bits and successful completion of 12 executable NIST 

tests.[34] More recently, Kim et al. introduced a cell-integrated 

heater into an NbOx Mott memristor architecture and deliberately 

enhanced Johnson–Nyquist noise, reporting 100 kb/s and 0.68 

μJ/bit [35]. These studies demonstrate that TS-device-based 

TRNGs are improving both throughput and robustness by making 

more active use of temporal stochasticity. 

Entropy extraction from diffusive memristors has itself become 

more diverse. Lu et al. reported in 2022 a calibration-free self-

clocking TRNG based on an Ag/TiN/HfOx/HfOy/HfOx/Pt multilayer 

structure that exploited a random integrate-and-fire process [25]. 

Instead of comparing delay time or threshold voltage against a 

reference value, this method classified the number of firing spikes 

within an excitation period as odd or even, thereby avoiding 

calibration problems arising from parameter drift. The authors 

reported a theoretical throughput of approximately 108 kb/s based 

on a switching time of 60 ns and a relaxation time of 500 ns. 

Although the raw 1,000-bit data could complete only nine 

executable NIST tests, an LFSR-assisted 1-Mbit stream passed all 

15 NIST tests. This work underscores that, in TS-device TRNGs, 

performance is shaped not only by device speed but also by how 

stochastic events are digitized. Subsequent work has explored 

modified TS-device structures and more specialized entropy 

sources in order to broaden application possibilities. Bian et al. 

reported a double threshold-switching memristor with an Au/Ag:i-

carrageenan/Pt structure, using stochastic relaxation time as the 

entropy source [26]. They attributed reliable bitstream formation 

to the gradual dissolution of Ag conductive channels together with 

double-TS synergy. Nineteen megabits of data passed all 15 NIST 

tests without post-processing, and the resulting true random keys 

were used for XNOR-based image encryption and decryption. The 

authors further showed that decryption remained functional up to 

a certain level of added Gaussian noise. Xing et al. took a different 

approach by using the randomly distributed current response of a 

diffusive memristor as the entropy source rather than stochastic 

delay or relaxation time [36]. In an Ag/phenylalanine dipeptide 

microrod/Ag device, the response current under input pulses was 

probabilistically distributed, and the probability of generating bit 

“0” or “1” could be tuned through the comparator and reference-

voltage setting. A notable feature of this design is that ideal 50% 

uniformity could be approached by adjusting the reference voltage, 

and XOR-based image encryption was demonstrated using a key 

of 256 × 256 × 8 bits. This indicates that TS-device TRNGs are 

expanding beyond switching time to include current-amplitude 

distributions as usable entropy sources. Most recently, TRNGs 

based on 2D-material TS memristors have begun to emerge. Jo et 

al. reported in 2026 a multilayer h-BN volatile memristor-based 

TRNG in which a spike generator was constructed and spike 

amplitude was binarized with a comparator, as shown in Fig. 5(d) 

[37]. The device operated under 2.0 V, 200 μs pulse width, and 5 

ms period conditions, with an average turn-on rate of 50.04 ± 

3.60%. The generated bitstream passed 11 NIST tests without post-

processing, and XOR-based encryption/decryption of both black-

and-white and grayscale images was successfully demonstrated. 

Overall, TS-device-based TRNGs are developing in a direction 

that simultaneously improves throughput, robustness, and self-

clocking capability through increasingly sophisticated combinations 

of device physics and circuit design. The fact that the scope of 

usable entropy sources now includes stochastic delay, relaxation, 

oscillation, integrate-and-fire dynamics, and current-response 

distributions clearly reflects the broad versatility of this class. TS-

device platforms can therefore be regarded as one of the central and 

still rapidly advancing pillars of emerging-device TRNG research. 

 

3.3 Other Emerging-Device/Platform TRNGs 

Whereas the two previous subsections are each tied relatively 

closely to a particular entropy mechanism, some recently reported 

TRNG platforms cannot be reduced to a single device category. In 

practice, a growing number of TRNG studies involve hybrid 

platforms that are difficult to classify simply as transistor-based 

structures or threshold-switching memristors. What these systems 

share is that they realize entropy sources through either material-

specific physical phenomena or system-level circuit integration. 

For this reason, such platforms are treated here as a separate 

category in order to highlight how rapidly the scope of TRNG 

research is expanding. The main performance metrics of recently 

reported emerging-device/platform TRNGs are summarized in 

Table 3. 

Liu et al. reported in 2022 an ACS Nano paper on a TRNG based 

on a Bi2O2Se memristor [20]. This work exploited the high carrier 
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mobility, air stability, low thermal conductivity, and vertical 

surface resistive-switching characteristics of Bi2O2Se to implement 

a bimodal analogue/digital TRNG. In analogue mode, amplitude-

controllable RTN was used to encrypt and decrypt human voice 

data, whereas in digital mode, a broadly distributed set voltage was 

used to produce a random bitstream for a Diffie–Hellman key-

exchange demonstration. The study also showed that the intra-

Hamming distance was distributed near the ideal value of 50%, and 

it discussed resistance to machine-learning prediction using LSTM 

analysis and Shapley value visualization. A closely related but 

more hardware-oriented example was reported by Pazos et al. in 

Nanoscale in 2023 [38]. As shown in Figs. 6(a–c), they extended a 

2D-material TRNG to a stand-alone hardware platform by using 

an Ag/h-BN/Ag memristor that generated stable RTN at low 

voltage, in combination with a transimpedance amplifier, an 

Arduino microcontroller, and a 19-bit NLFSR. The RTN signal 

was sampled at 15 Hz and used as a seed, after which the NLFSR 

produced continuous random output. The system was designed to 

continue operating even if the RTN signal disappeared for as long 

as 20s, and more than 5 Mbits of output passed all 15 NIST tests. 

The average energy consumption was estimated to be about 3.3 

nJ/bit at 30 kb/s and as low as 1.28 pJ/bit at a maximum throughput 

of about 7.8 Mb/s. 

Correlated oxides and hybrid systems also point to directions that 

cannot be neatly folded into conventional categories. Woo et al. 

proposed a TRNG based on LaCoO3 biased in its spin-crossover 

regime so as to induce self-oscillation [10]. They argued that 

phase-transition-based TRNGs are often difficult to control 

because of their narrow operating windows and abrupt transition 

behavior, whereas spin crossover in LaCoO3 provides a broader 

and more gradual operating range that is more favorable for true 

stochasticity. The device passed standard stochasticity tests and 

reportedly required only about half as many circuit components as 

earlier TRNGs. The same stochastic source was also used for 

Table 3. Summary of the performance of recently reported other emerging-device/platform TRNGs 

Ref. 
Device 

type 
Material 

Entropy 

sources 
Bit rate Energy per bit Validation 

[20] 
2D memristive  

TRNG 
Bi2O2Se 

RTN + switching 

probability distribution 
NR NR 

HD1/Hamming  

weight 

ML resilience 

[38] 
Hardware-integrated 

RTN TRNG 
h-BN RTN 

30 kb/s practical, 

up to ~7.8 Mb/s max

~3.3 nJ/bit at 30 kb/s 

~1.28 pJ/bit at max 

throughput 

all 15 NIST tests 

[10] 
Correlated-oxide 

TRNG 
LaCoO3 

self-oscillation in  

spin crossover 
50 kb/s NR all 15 NIST criteria

[39] 
Hybrid chaotic  

TRNG 
SnS2 

electron 

trapping/detrapping + 

chaotic modulation 

10 kb/s 4.3 μJ/bit NIST test suite 

[40] 
Physical entropy  

noise TRNG 
1T′-MoTe2 conductance noise 

>1 Mb/s secure 

random numbers 
NR NIST test suite 

[41] 

Stochastic 

photoresponse  

TRNG 

PLGA2 

-MAPbI3 

trap-assisted stochastic 

photoresponse / 

photovoltage fluctuation

10 kb/s NR NIST test suite 

[42] 
Light-induced  

TRNG 

SnO2 QDs3, 

F8BT4 

competing 

positive/negative 

photocurrent 

2 kb/s in main demo, 

enhanced circuit 

10 kb/s 

NR all 15 NIST criteria

1 Hamming distance 

2 Poly-L-glutamic acidmonosodium salt 

3 Quantum dots 

4 Poly(9,9-dioctylfluorene-alt-benzothiadiazole 
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probabilistic max-cut problem solving, yielding solution quality 

superior to that obtained with software-generated randomness. 

Rehman et al. proposed a hybrid platform combining a 

memtransistor with a chaotic circuit [39]. In this work, cycle-to-

cycle variability arising from electron trapping and detrapping in 

an SnS2 memtransistor served as the base entropy source, which 

was then injected into an energy-efficient analog Lorenz chaotic 

circuit to transform it from a pseudo-chaotic system into a more 

truly random-like one. The resulting system achieved a throughput 

of 10 kb/s and an energy consumption of 4.3 μJ/bit, while device 

endurance exceeded 108 cycles. This result suggests that combining 

single-device stochasticity with system-level chaotic dynamics can 

improve both randomness quality and functional flexibility. Liu et 

al. also reported in 2024 a Nano Letters study showing TRNG 

operation based on conductance noise in structurally metastable 

1T′-MoTe2 [40]. They found that the noise followed Poisson 

statistics and remained a robust physical entropy source even at 

low and cryogenic temperatures. Their analysis further suggested 

that the phenomenon may be related to variations in ferroelectric 

dipole polarization within 1T′-MoTe2. The generated random 

numbers were used as seeds for a secure random number generator 

that produced secure random streams above 1 Mb/s, and the work 

also demonstrated an application in masking biometric information 

in neural networks. 

Optically driven platforms have also begun to emerge rapidly in 

recent years. Figure 6(d) presents a schematic of the TRNG 

reported by Ahn et al. in Advanced Science in 2025, which was 

based on an anionic polymer/perovskite hybrid photodetector [41]. 

 

Fig. 6. (a) Optical microscope image of an Ag/h-BN/Ag memristor device. (b) Schematic of the measurement circuit used to acquire low-

frequency noise and RTN signals from the h-BN-based device, and (c) the corresponding measurement results. (Reprinted from Ref. [38].) (d) 

Schematic of a polymer-blended MAPbI3 perovskite device, and (e) measured voltage variation of the device (Reprinted from Ref. [41].) 
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In that system, stochastic photoresponse was used as the entropy 

source, yielding random numbers at 10 kb/s and a 10-Mbit 

sequence subjected to NIST evaluation. The authors also 

demonstrated image encryption using a 480,000-bit random 

sequence, showed that the device remained functional when light 

was transmitted through pork skin, and examined the retention of 

photovoltage generation under changes in vibration, temperature, 

and humidity. These results suggest that optically responsive 

devices may be extended beyond TRNGs toward wearable or 

implantable security platforms. Park et al. proposed another 

photonic route in a 2025 Advanced Materials paper, where the 

entropy mechanism did not rely on electrical noise or memristive 

switching but on polarity competition under optical excitation [42]. 

Their light-induced TRNG combined polychromatic light 

generated by arc discharge with a bipolar photoresponsive 

photodetector that produced photocurrents of opposite polarity 

under DUV and blue light. The system retained stability after 

storage at 100°C for 180 days and demonstrated wireless security-

code generation at 2 kb/s using a custom readout circuit. An 

expanded circuit was also examined for 10 kb/s operation, and the 

resulting bitstream passed all 15 NIST criteria. These findings 

show that optical platforms can provide entropy sources through 

mechanisms fundamentally different from those of electronic 

switching devices. 

In summary, other emerging-device/platform TRNGs reveal how 

the entropy categories discussed earlier are expanding beyond the 

conventional frameworks of transistors and threshold-switching 

devices. In particular, 2D-material memristive platforms, correlated 

oxides, structurally metastable 2D materials, hybrid chaotic systems, 

and photoresponsive devices all point to directions that are not 

easily captured by existing classification schemes. This category 

should therefore not be regarded as a collection of exceptional 

cases, but rather as an important indicator of how emerging-

material-based TRNG research may expand toward new materials, 

new physical mechanisms, and new system architectures. 

 

 

4 Randomness Validation and 

Benchmarking 
 

The performance of a true random number generator cannot be 

assessed solely by asking whether it produces a bitstream that 

appears random. For emerging-device-based TRNGs in particular, 

evaluation must extend beyond the statistical properties of the 

output bitstream to include how unpredictable the underlying 

physical entropy source actually is, whether its characteristics 

remain stable over prolonged operation, and whether it satisfies 

functional requirements such as online testing and fault detection. 

For this reason, TRNG evaluation has gradually moved beyond a 

simple pass/fail perspective toward a multi-layered framework that 

considers the statistical randomness of the output bitstream, the 

min-entropy and health of the entropy source, and the functional 

reliability required for practical system deployment. 

The criterion most widely used to assess the quality of random 

numbers generated by emerging-material-based TRNGs is NIST 

SP 800-22 [43]. This standard evaluates whether an output 

bitstream exhibits statistically random behavior through a range of 

tests, including frequency, runs, longest run, binary matrix rank, 

spectral test, template matching, and linear complexity. Accordingly, 

it has served as the most common randomness-evaluation tool in 

the majority of reported emerging-device TRNG studies. However, 

SP 800-22 is fundamentally a standard for determining whether an 

output bitstream exhibits random-like patterns; it does not directly 

quantify the unpredictability of the entropy source that produced 

that bitstream. Thus, although a reported “pass” in NIST SP 800-

22 is clearly an important first indicator, it is not sufficient on its 

own to conclude that the underlying entropy source is robust and 

secure. 

To address this limitation, NIST SP 800-90B provides a framework 

more specifically focused on entropy-source validation [44]. In SP 

800-90B, an entropy source is described in terms of a noise source, 

a conditioning component, and health tests. Min-entropy is treated 

as the central metric, and the validation procedure includes 

IID/non-IID assessment, restart tests, repetition count tests, and 

adaptive proportion tests. In other words, whereas SP 800-22 is 

primarily concerned with the statistical randomness of the output 

bitstream, SP 800-90B is intended to evaluate, in a more 

conservative manner, how much unpredictability the entropy 

source itself actually provides. At the same time, the estimators 

used in SP 800-90B have also been subject to critical examination 

in recent studies. Some reports have shown that the collision and 

compression estimators may substantially underestimate min-

entropy for non-IID entropy sources, whereas certain other 

estimators may overestimate entropy for biased distributions 

[11,45]. It has also been pointed out that strong correlations may 

exist among different estimators. These observations suggest that 

SP 800-90B results should not be interpreted as absolute values 

based on a single estimate, but rather in light of the IID or non-IID 

nature of the data and the possible bias of the estimator being used. 

From a more certification-oriented perspective, BSI AIS 20/31 is 

also an important reference [46]. The revised 2024 version 
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distinguishes deterministic RNGs, physical true RNGs, and non-

physical true RNGs, and defines functionality classes such as 

PTG.2 and PTG.3 specifically for physical TRNGs. Unlike a 

purely statistical black-box test, this framework requires a more 

systematic evaluation that includes a stochastic model, online 

testing, total failure testing, and start-up testing. Although most 

emerging-material-based TRNG studies do not yet satisfy the full 

set of these certification requirements, AIS 20/31 is nonetheless 

useful because it indicates which additional elements will be 

needed if current device demonstrations are to evolve into practical 

security hardware. Accordingly, the validation of emerging-

material-based TRNGs should be understood not simply in terms 

of whether a device passes an NIST test, but in terms of a broader 

assessment that includes the statistical randomness of the output 

bitstream, the min-entropy and health of the entropy source, and 

the potential for certification based on long-term and functional 

reliability. 

 

 

5 Toward Wearable and Flexible 

TRNGs 
 

As research on TRNGs based on emerging materials has matured, 

recent work has increasingly moved beyond the demonstration of 

new devices with high randomness quality and toward their 

extension into wearable and flexible electronics [47,48]. This 

development has proceeded along two main directions. One is the 

realization of flexible hardware TRNGs that operate directly on 

mechanically compliant substrates. The other is the use of 

biosignal- or sensor-derived entropy obtained from the human 

body or from user activity as a cryptographic entropy source. The 

former emphasizes the mechanical flexibility, compactness, and 

low-power characteristics of material-based devices and circuits, 

whereas the latter treats the wearable device itself as an entropy-

harvesting platform that remains close to the user at all times. Both 

directions arise from the same practical demand in IoT and edge-

computing environments: security hardware that is lightweight, 

compact, low-power, and physically close to the point of use. 

From the standpoint of flexible hardware, a representative example 

is the natively flexible IGZO-circuit-based TRNG reported by 

Gołofit et al. in 2023. In that work, a TRNG was implemented by 

combining a chaotic circuit with the metastable oscillation of an 

RS flip-flop using metal-oxide TFT technology [49]. The device 

produced a constant bitstream of 66.7 kb/s with a power 

consumption of 200 μW in an area of 0.3 mm2. Importantly, this 

architecture was not obtained by simply thinning a rigid CMOS 

circuit, but was instead specifically designed for one-type-only 

TFT-based flexible integrated circuits and their associated 

constraints. The authors further showed, through area and power 

comparisons with a flexible 32-bit ARM microprocessor, that the 

proposed TRNG could be integrated into flexible electronic 

systems without imposing a substantial burden. More recently, 

there have also been attempts to combine storage and TRNG 

functionality within a single flexible memristive device. Wang et 

al., in a 2025 Nano Energy paper, proposed a low-voltage, 

forming-free, multifunctional flexible memristor based on a Ti3C2 

MXene-doped PEI composite [50]. In that study, MXene doping 

was used not only to stabilize filament formation by tuning the 

local electric field and ion-migration pathways, but also to induce 

statistically distributed switching delay under the same voltage 

stimulus, thereby enabling the device to function as a high-entropy 

physical source. The device was fabricated on a flexible polyimide 

substrate and was proposed as a platform capable of performing 

both nonvolatile memory and TRNG functions within a single 

hardware element. These works suggest that future flexible edge 

devices may integrate storage, computation, and security functions 

on a common mechanically compliant platform. 

Another direction in wearable TRNGs involves the use of 

physiological or sensor signals derived from the human body or 

from user activity as entropy sources. Yu and Kim proposed a 

TRNG that used values from a PPG sensor embedded in a 

wearable device as a physical random source [51]. Their system 

combined a 16-bit LFSR with PPG-based physiological signals 

and performed random-number generation on an FPGA, with the 

resulting bitstream evaluated using the NIST test suite. This study 

suggested that a wearable device could serve not as a display or 

sensing platform, but also as a security platform that directly 

utilizes human physiological signals as an entropy source. Camara 

et al. later developed this idea more systematically from the 

perspective of body sensor networks [52]. GSR signals measured 

from sensors attached to the human body, as shown in Fig. 7(a), 

were used as the entropy source for a TRNG. After analyzing both 

the entropy source and the generated output, they concluded that 

the output behaved as if it had been produced by a random variable. 

More recently, commercial smartwatches have begun to be 

considered as stand-alone entropy-harvesting platforms. Švarcmajer 

et al. evaluated whether motion, physiological, and environmental 

sensor data collected from a Wear OS-based commercial 

smartwatch could be used for local cryptographic key generation 

[53]. As shown in Fig. 7(b), they compared still and shake modes 

and implemented the entire pipeline—from sensor-data acquisition 
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to vectorization, 8-bit discretization, and SHA-256 hashing—fully 

offline, without relying on external hardware or cloud infrastructure. 

Their results indicate that, although the entropy level may be lower 

than that of a dedicated TRNG, a commercial wearable device can 

still function as a user-friendly local entropy source when 

accompanied by appropriate post-processing. 

At the same time, not all assessments of wearable sensor-derived 

entropy have been optimistic. In 2025, Shepherd and Hurley 

examined the entropy available in mobile sensor data more 

critically and showed that, even when multiple sensor modalities 

are combined, the worst-case min-entropy may remain much lower 

than expected [54]. They reported that the min-entropy of a single 

sensor can be only about 3.4–4.5 bits, and that even the 

combination of more than twenty sensing modalities may yield a 

joint min-entropy of no more than roughly 22 bits. Their findings 

caution against the assumption that simply adding more sensors 

will automatically provide high security. This suggests that, while 

wearable biosignal- or sensor-based entropy is an intriguing 

direction, it is more realistic to interpret it not as a stand-alone 

cryptographic entropy source, but rather in conjunction with 

suitable post-processing, auxiliary entropy sources, or dedicated 

hardware TRNGs. 

Overall, wearable and flexible TRNGs remain at an early stage, but 

they already represent one of the most important routes by which 

emerging-material-based TRNGs are being extended toward 

practical operating environments. Flexible hardware TRNGs point 

to the feasibility of mechanically compliant security circuits, while 

biosignal- and sensor-derived entropy points toward user-coupled 

security platforms. Future research will likely benefit from 

combining these two approaches in complementary ways, with the 

goal of realizing lightweight, low-power, and highly reliable 

personalized security hardware. 

 
 

6 Conclusion 
 

This review has examined TRNG research based on emerging 

material-based semiconductor devices from the perspectives of 

entropy sources, device structures, randomness validation, and 

wearable/flexible extensions. The overall direction of recent work 

shows that emerging-material-based TRNGs are moving beyond 

the simple use of new materials for random-number generation and 

toward a more deliberate identification of the physical origins of 

stochasticity, followed by their implementation in practical 

hardware-security platforms. In particular, stochastic programming/ 

charge fluctuation, stochastic switching delay/relaxation, and 

random telegraph noise have emerged as the most representative 

entropy sources, and these have been realized through transistor-

based platforms, threshold-switching devices, and a range of 

hybrid architectures. At the same time, the evaluation of emerging-

material-based TRNGs must be interpreted using criteria that go 

beyond a simple pass under NIST SP 800-22 and instead include 

more refined measures such as min-entropy, health tests, and 

robustness. Recent efforts in wearable and flexible systems further 

suggest that these TRNGs may be extended toward edge 

computing, IoT, and personalized security hardware. Future work 

will therefore need to focus on device platforms capable of 

delivering both high entropy quality and high throughput, the 

establishment of more reliable validation frameworks, and the 

integration of these TRNGs into practical system-level environments. 

 

Fig. 7. (a) Electrode configuration for galvanic skin response (GSR) signal measurement and the corresponding measured signal (Reprinted from 

Ref. [52].) (b) illustration of the entropy generation process using a smartwatch (Reprinted from Ref. [53].) 
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