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Abstract: This HCMOS IC under

electromagnetic wave. Magnetron is used to a narrow-band electromagnetic source. MFR (malfunction failure rate)

study examined the malfunction mode of the narrow-band high-power

was measured to investigate the HCMOS IC. In addition, we measured the resistance between specific pins of ICs,
which are exposed and not exposed to the electromagnetic wave, respectively. As a test result of measurement,
malfunction mode is shown in three steps. Flicker mode causing a flicker in LED connected to output pin of IC is
dominant in more than 7.96 kV/m electric field. Self-reset mode causing a voltage drop to the input and output of
IC during electromagnetic wave radiation is dominant in more than 9.1 kV/m electric field. Power-reset mode
making a IC remained malfunction after electromagnetic radiation is dominant in more than 20.89 kV/m. As a
measurement result of pin-to-pin resistance of IC, the differences between IC exposed to electromagnetic wave and
normal IC were minor. However, the five in two hundred IC show a relatively low resistance. This is considered
to be the result of the breakdown of pn junction when latch-up in CMOS occurred. Based on the results, the
susceptibility of HCMOS IC can be applied to a basic database to IC protection and impact analysis of

narrow-band high-power electromagnetic waves.
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Fig. 1. The interdependence of national infrastructure systems.
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Fig. 2. Experiment setup.
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Fig. 3. LED circuit detecting the malfunction of IC. (a) connector
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Table 1. Relationship between the power and the peak electric
field in WR-340.

Pav EO Pav EU
[W] [kV/m] [W] [kV/m]
50 5.35 600 18.54
100 7.57 700 20.03
150 9.27 750 20.73
200 10.71 775 21.07
300 13.11 800 21.41
400 15.14 900 22.71
500 16.93 1,000 23.94
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Table 2. Malfunction mode by the electric field.

Mode Characteristic
* Weak noise
Normal
occurrence
e Flicker
occurrence
Flicker .
¢ Flicker
variation by
E-field
¢ Self-reset
Self- * Recovery
reset time
occurrence
by E-field
Power-
* Power-reset
reset
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Fig. 5. MFR curve by E-field.

Table 3. MT and MB of IC.

Mode MT [kV/m] B [kV/m]

Flicker 7.96 0.58
Self-reset 9.1 1.5
Power-reset 20.89 -
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